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Dear Ms. Dortch:

Telephone: (770) 232-9200
Facsimile: (770) 232-9208

Email: lsteinhart@telecomcounsel.com

Pursuant to 47 C.F.R. § 64.2009(e), Pelzer Communications Corporation hereby
submits its Annual 64.2009(e) CPNI Certification.

If you have any questions or if I may provide you with additional information,
please contact me at the above address, e-mail or telephone number. Thank you for your
attention to this matter.

itted,

La lM. Steinhart
A omeyfor

elzer Communications Corporation

Enclosures
cc: Bonita Bailey
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I, Bonita Bailey, Vice President of Pelzer Communications Corporation, certifY that I am
an officer ofthe company named above, and acting as an agent ofthe company, that I
have personal knowledge that the company has established operating procedures that are
adequate to ensure compliance with the Commission's CPNI rules. See 47 C.F.R §
64.2001 et seq.

Attached to this certification as Exhibit "A" is an accompanying statement explaining
how Pelzer Communications Corporation's procedures ensure that the company is in
compliance with the requirements set forth in Section 64.2001 et seq. of the
Commission's rules.

~./()~4..._
1iame: BonitaB~
Title: Vice President

FCC Annual Filing
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Annual 47 C.F.R. § 64.2009(",) CPNI Certification

EB Docket 06-36

Pelzer Communications Corporation has not taken any actions (proceedings
instituted or petitions filed by a company at either state commissions, the court system, or
at the Commission against data brokers) against data brokers in the past year. Compani.es
must report on any information that they have with respect to the processes pretexters are
using to attempt to access CPNI , and what steps companies are taking to protect CPNI.

Pelzer Communications Corporation has not received any customer complaints in
the past year conceming the unauthorized release of CPNI (number of customer
complaints a company has received related to unauthorized access to ePNI, or
unauthorized disclosure of CPNI, broken down by category or complaint, e.g., instanceil
of improper access by employees, instances of improper disclosure to individuals not
authorized to receive the information, or instances of improper access to online
information by individuals not authorized to view the information).

FCC Annual If:U.ing
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Exhibit A

Pelzer Communications Corporation

Compliance Requirements



Pelzer Communications Corporation
8757 Georgia Avenue, Suite 410
Silver Spring, Maryland 20910

Compliance Requirements

Pelzer Communications Corporation ("Company") maintains the following operating procedures to ensure
compliance with the requirements set forth in Section 64.2001 et seq. of the Commission's rUles.

Se.tion 64.200S Use Qf wstumer proprietary network Information without cnstom:cr
"ppl'ovaL

(a) AllY relcwUUIlt1.\ucations carr.k'1' IDey us\"'., disclose, or permit access to Crill fur the purpOS\} of
providing or markoting servioe offe.l'lngs am.Q~ the caregori.cs of S0t'vic:c (i.~'1 local> interexchange-, and
ClvffiS) ~o v/hich the ClIstomer nlrc:t\dy subscrlbes from the same carrl~r. without customer approval.

(1) If a tel.ooommiinicatioDS carrl~ providt:s di.ffu:ren.t Cfttegorics of service, mId tl customer
subscrlOO.s hI more 1han one ce.tegory of service offered by the. c·anier. Ute carrier- is pe-nnitwd to shaJ:\}
CPNf amOl'i.g mt,;; cm:riert s affiliated entities: fhat provide a service offuring to t1Iz custome.r.

(2) If a lelecomrounloatlons carrier provides difteront categories of """[~.but a c""tomer do",
not subscribe to more lhan. on!.;} off~ring by the oorrier, tbe carrier IS not ptwurltted to share: CPNl v';1h its
nffiliaJ:es, ,,,c<>pl" provlded ill §64.2007(b).

(b) A telecom:municathms carrier may not u:Si?~ disclosi, or pcnnit accCBS to CPNl to I1La!Kct to a
custOIn($r servi<le offerings that are wlt1:1n a category of service: to which the subsol'iber does not *lready
subscHbe fi:oro that l;mi~r~ unless that <Cmlet Ms Cllstomer apflxoval to do 30, except as desoribed in
paragraph(c) of this section,

(I) A ,,,iro1ess provider may use: djgclos~, or permit access to CPNL derived fri1ffi Its provision of
CMRS, without cusl:omer approval, for the proyl,ion of CPB and information service{s), A wiruU""" .arrier
may us., disclos. or permit llCOOl' 1:0 CPNl derived from its provision of loci.! oxchange sor,,",_. or
lnterexch~ servioot Without cmromet appr(}"val: for the provision ofCPE and -call rmswer!ng~ voiof! mall
at messagl1\& voice st(Jrage and Te~e.vat services, fax store.aud. forward, \Iud prtJl(Icol ~Ol1vel'8i(J'lJ.

(2) A te.lec.Qrnmunicatio!JS carrier lllay not use> dillGlose, or p01':tnit access to CPNI to identify or
crack customer$. that call compet'Ulg servlc~ pro\'iders. Fot exampl~ a lQcal eMh~nge <,..an"leT may not use
10001 sw:vice CPHI tQ tracls: all customers tilat ca.111oca! service competitors.

(c::) A te!l:X:ommunica.noos: carrler may use, dfsclos~, or permitM~ to CPf-,;TJ, wi1hout cUstomer
appl'o1(-al, as des>cribed in this pnragraph (c).

(1) A tekmommuniostkms canter mey use, di.sclo~ or permit ~Ct:ess to CPN~ without customer
appYoval, in its proviaioll of [nside \.,.i.ring inslallation, maintenance, and repair services.

(2) CMRS provld....' may us., di,clo,., or pm:mit He""'" to CP};, for me PUlJlose of ,,,"dueling
research on tlle health oft"As ofCMRS,



(3) LEes, eMRS providers, and interconnected VolP providers may use ePNl, without customer
appl1J"lal~ to market servic.es formerly known as ndjullcHowbask. services, such as, but not limited to, speed
dlaliJ.~ computer-provided directory assistance,. call m01)itoring, can troCL."1g, call blocking., call return,
repeat dialjng, call tracking, call waiting, caller J.D., call forwarding, "'d certain Centrex foatures.

l1le Company 111m adopied speclfle CPNI pol/des io ens"re ill"I, ill l!Ie absell~e ofCUs!O/lU'.r approval,
CPNI Is on~ used by tile C01llJia1f)l io p"ovUe or market service offerlllgs among lit. categories of
service (ie.! focal. 11tterexcltange, fwd Cl'}W) (0 which the customer already subscrihey. TIae
Company's CPN"Ipolk/e., prohibit ihe sltaring ~f CPNI witlr ~ffil/ated cOllpallk., "","ept as perllliUed
u/lder Rule 64.2005(a)(1) or with eUslOmer appr<Wal pflTSllalll to RII/e 64.2007(1;), The oilly ""cepiioltS
to illese policies are aspermilted ullder 47 U.S.C § 22J(d) ami Rule 64.2005.

Soction 64.2007 AppJ'()v~1 rnquired fur usc of customct" [)mprict&ry network infol'm.ation,

(a) A telecommunications carrier may obtain approvai through writt:<m, or"1 or eleClronk
methods,

(1) A telecommunicatioD~ carrier relying on oral approval shall bel'll,'" the burden of dc1110mtratlng
that such approval has been given in eomplllince with the CommisslcHI's rulei) in fMR pal1,

(2) Approval or disapprov~ll to mte~ disclose, or p0l'mit access to a customer)s C:PNf obtained by a
telecommunications carrier must remain 1n effect until the customer revokes or limits such approval or
disapproval.

(3) A telecommunications carrier must maintain recorda. of approval, whether oral j wrttttm or
~leetronic. for at le<.ist one: year,

IIr all clrcumstallces where customer approval is required tv use, disclose or jwmit atee"" to CPN1, t"e
Compan)"s CPNIpolicies reqllire ihat II.. Compi/"J' "blai" cuslomer appri'fl'a! throug" ",rUt.", oral or
electronic metlwas [II compliallce witlJ 11.11[. 64.2007. A ,II,l<Imer'S approyal Of disapproval remains I"
effect llntil tile customer revokes or /.imils liw flpproval Qr (lf8(lpprlJvM~ The Company mar:ntfliJt1~ recQrds
ofcust.omer appr'oval (whether wrlfteJl; oral or electfimlc) for a minirmmz oj one yea!,

(b) Use ofOpl-Oul and Opl-In Approval Prone""e". A telecommunications carrie' lU~y. suoje,'t
to opt-oul approval ot' opt,;.in approval, \lSC its customerfs in.dividually identifiable CPNl for the> purpose of
marketbg cornmllnjcotjon£H~lated scnices to that customer. A telecommunications carrier maYI subject to
opt-out approval or opt-in approvol, disclose its customer's individually identiti.No erNl, for tlle P\~po.c

or lllm:k¢ting oo.llut1unications-related services to that custom~r, to its agent~ and its afflJiate.s that plw/idc
communications-related services, l\ telecommunications carrier may also permit such person or entities to
obtain a"".55 to such CPNJ for such purposes. Except for lise and di,c.I".urc of CrNl thut is pennitted
without customer approval under section §64,2005, or that is described in tills paragraph, or as oUjerwise
provided in section 222 of the COnh"lll.U1ications Act of 1934, as aJnemled, a telecommunications canier
may only use, djsclose~ or permit access to its Gll~tom~'s individually identifiable CPNI subject to opt~in

approval. .

The CompaJW does n(Jt use CPl'Y1 for aJlY purpose (11Jc1t~dil1g marAeting communication8'-related
9f>Jvices) and dues not disclose orgrant access to C1!Nl to any puny (hlcludtNg to Ilgents Of afflliates tllat
prol'lde com17UmtcatiQ1t$~related services), .eX(~epl fl$ peJ'll1ilied un.der 47 U.s.C § 222(d) and Rule
64.2005,
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Scctio'O 64.2003 Notice required for us.t of cust{)mcrr proprietary network information,

(8) Notification, Oeneyally. (1) Prior to any soliciwHou for cUSl'omGr approval> a
tcleCol;rllYJ:unications can'!0f must provide notification ~o the customer of the customer's right to restrict use
ot: disclose ot~ and acce:::s to that CUl>tomer's CPNl.

(2) A telecommunications cartier must maintain records of notification, whether oral, "'Tilton OT
-"~""'~~-'A~,,,,_.~v~'"A~'·~eIWtrCillc;-fcifarleast Que year. - --~---~~--~-----~--~---"--,,--,

(0) individual noticl;l; ';0 (,"Ustomt..'rs must be provided wht.'n soliciting approval to USC1 disclose, or
permit access to customers~ CPNl

(c) Content 1)/Notice, Cmt.umcr notHicalion must provide s.uJ'l'ici,el'lt intol'ma1Jon to enable Ole
customt:r to make an informed decision .as to whether to p'3rmit a cani,cl' to usc, disclose, or petmit access
to, the customer l s CP1..rI,

(1) TIte notification nmst state that the customor has a right, and the ~a;,.kr ha'l fl dutyl under
!bderal h,w, to protect the eonfldeutiali\Y ofCl'Nl.

(2) TIle natifieation must ,podlY the types of illfol1nntion that constitute CPH! and the specific
entities that will recei.ve the CPNI, describe the purposes for which CPNI will be used, and inform toe
customer of his or herright to disapprove those uses, and deny or witblraw aco,ss to CPNI at any time.

(3) The notificatirm must .dvisethe customer of Ill. precise sleps the customer must take in orde,
to grunt or deny access to CPNj, alld must cle-arly state that a d.m.l of approval will not a!'fuet the
provislor. of any services to which the customer sub5cribes. However, (;arricrs may provide a b:def
statement, in a clear al'l-d neutral lang'Juge, d~cribing cor.soqu.ences directly resulting fnllii the lack of
acve.(l~ 10 ePNl.

(4) 'fhe !1otifi<:atiQl1 must be comprehensible: al1d mum. not be misleading.

(5) If written notifk-aticm is prcrotwd, Ow notice mU8l be clfil'1rly kgiblc, usc sufficiently iarge
type, and be placed ill an area so as to be readily ftpparentto II customer.

(6) [f M)' pOliion of a notification i. tnin,latod into anothor language, L'1en all pottle"' of Ule
notiflGation must be translated iuto thRt lang\l'agc.

(7) A can·ier may state]" tile "mine.tioll that. nle customer', approval to use Crill may enhallce
the €:arrlcr's abiEly to offer prodllCts and servIces tailored to the customer1s needs, A carrier also may state
in the notificarjoll that it may be compelled t() disc!Qse ePNI to nny person lJpon affirmative written request
by the cusmJntlf.

(8) A carrier may not include in the notification any statement attempting to encourage a customer
to freeze U,ird-party access to cnu.

(9) The notification must state that any approval, (If 'bnlal of approval for the use of CI'Nl
outside ofthe- service to which the Gustt>lTle:r already subscribes Hum that cnrrier is 'valid nnth tlle customer
affirmatively revokes or limits s\lcb approval or denial.

(to) A [elecowrmmications carrk:r','i solicitation fur approvo.l must be prOximate to the·
notificadon ofa cU;.Jtome;r's CPNf rigb.1s,

Tile Compfmyls CPNJ policie,'i requite tllat customers be notifiea of their rights, and the Company's
obligationsl with respect Ji) CPl'{{ prior to any solicitation jor CU~'rQmerapprovu). All required custom&'
1f-otices (whether written, oral or electronic) comply with the req#ifemenrs tif Rule 64.2008. 11M



(''omprmy maintaln..~ recon[s (if aU required elL~Vmer ftoffees (whether wrWe14 orrJ.! Or electronic) lOt a
minimum ofQHeyea1~

(4) .~rotice ,Reqltfremenrs Specific to Opt-Out. A tc'klJommllniGations t:arrier must provide.
notiflcaUQ!l to obtain opt-out approval through electtoljjc 01: written. met-hock.;., bHt not by oral
communication (except as provided in paragraph (f) of this section). The contents of any such notification
must comply with the: requiren1.en1~ ofparagt'aph (c) OftJlis section.

•~e~'_,••~~~.~,"~_~~,.w_~~~~~_ . _

(1) Carriers must wail a 30·day m:inimUlu period of time after giving customers notice and an
opportunity to opt-Qut before lls8UD.1bg C\lstomer approval to m~el <JiscloS07or permit aCt:l::l:\!$ to ePN!. A
(imier may~ in im discrutiOJl~ provi<k~ fur ~I longcr period, Carriers. must notify cUStomers {IS to the
applicable waiting pOrIQd for a response before appro\o-al 13 assumed.

(i) ITl1iIC Ci1?C of an el~Cl.ronic form ofl1otificntion,. the wairJng pel'lod shall begin to !Un from. the
date 011 which the notification \\'a~ sClnt; and

(ii) in the ca.,e of notification by mail, the waiting period sball begin to ron 01\ !he third day
foUowing the date that the notification was mailed.

(2) Cattier, using the opt-out mechanism must provide notice, to fueir customers every two
yeats.

(3) Telecommunications carriers tllat use e-mail to provide opt-oui notices must comply with the
following requirements in addition to ihe requirements generally applicable (0 notification:

(i) Canlers m~1St obtain express. verifmble, prior approval from con::mm.Gt8 to send noth:es via \3­

mail regarding their service in general, ur ePNl in particular;

(ii) Om'lers must aUow customers to 1'e?ly directly to (Hnaifs containing CPNl :notices in order to

(iii) Opt-out e-mail notices that are returned to the carrier as undelivenwlo must be sent to the
,customer in another form before carrier!> may conslder thl:} (;l'tStomer to have receiwd notice;

(Lv) Carriers tbm lISe e-m&il [0 send CPNI.notl~es U1ustensure that the s'ubjeet liue of the m¢ssage
clt':arlyand accurately identifies the SUbject matter ofthe e~n1aH; and

(v) Telecommunications carriers must make available to every customer a method to opt-out that
is of no ttdditional cost to the customer and that is available 24 hours a daYI seven days n week. Carriers
may satlsfy this requirement through a combination ofmethoGsi !)o long as all C~l$-tomers have [he ability h.l
opt-out at no cost and ~re able: to effoctull-w fuat choice whc·neyer they choose.

The Company does not ~rrenlly ,so/kit nap! out" cusifl11'ler approvalJOT file flte or d;sc/Q~'r,(reoferNL
The Company ilo", /101 use CPNI for any purpQlie (ine/I/(iing m",xellllg eommuniCirllofJ$-re/ule<1
sorvi"",,) Ii/Ill does not disc/a,. or grant GGe"", fq CPNI/Q rr:ny party (including In olJerl1$ or offilioWi t/rat
proyiue c(JJnflluHications-related services), except «s permitfea under 47 U.S.C ,fI 222(d) and .Rule.
64.2005.

(e) No(i(:1{ R(:':quirements Specific to Opb-fn. A telecommunications canier may provide
notiticatkm to obtain opt~in approval through oral, written, or electronic methods. The contents of any such
notificl\tJon mu:'rt comply with the requirements ofparagmph (0) oftbis section.

111< Company does 1101 cuftmtly solicit "opt Ill" ellSWlller «J'pravalfar the ."' or disclosure of CPNI.
'Fife Cvmpcmy does nQt (I{)'(:, dtsdose or jJTlm! Ul,.:Ce$$ tf) eRNl jor allY purposej to any patly or ilr allY
manner that would require a custQmer's IlQpl. itt" flppmval under Ihe Crnnmmtmt~tCPNI Rules.



(f) Noliee Reqllil'emenfs Spedjic to One-Time Use ajePHL (1) Carriers may use oral notice to
obh'Jn limited, olle~Hme use of Cl?NI for inbound ~nd outbound customer telephone can'tads for the
duration'of the caJl~ regardless Qfwh0ther carriers u~e opt-out or opt-in approval hased on the nature ofthe
contact,

(2) The contenl> of uny "'tell notification ,"liBt comply with the requircment.s of paragraph (e) of
this sCCtiOll~ ex('.ept thattclecoromUl)ications can-.icrs may omit au)' of too fol1o\\'ing llo1ice provl~ions if not

---~·-'~~~·_~~·-'··~~-rorevaDt to the rrffiTIccf"use for whici11flitcarnef gecKSl::fsN'r:~-'

(i) OlrriOl" neod not advi,. customers that if tltey have opted-out previously. no action is needed
to maintaiu the opt"OUt election;

Oi) Carriers Il:::ed nol adv130 Dustomer.s that they may Shal'Zl ePN} v;,ith their affHiates or third
parties and need not name those clmtie5, if the limited CPNI usage will not Te~tllt in usc by, or dIsclosure
to, all aftiJiate nr third party:

(iii) Caniers need not d.isclose the means by which a customer can deny or withdraw future access
to CPN1~ &0 long as carriers explain to customers that the scope ofthe approval the carrier seek:: i~ limited
to one-time use; and

(iv) Carriers may omit disclosure of the precise steps a customer mum take in order to grant 01'

deny access to CPNI~ as long as the carrier clearly communicates that the customer can deny aCl;:ess to his
epN! for tho coil_

In Illstallees wilere the Company se<rks olle-tlme ellstomer approval jar tlIe fiSC or disclosure 'if CJ!NI,
the COfflprm)' obtains SUc11 upproval in accoroallce with tlr.~ disclosures/ methods a,td requirements
cO}1/(}IIIed in Rille 2008(fj.

Section 64.200? Safeguards reqUired for use of custQm(!r proprietary network information.

(a) Teiecom.rllllnk~1:icms carriers must implement a system by which the stMus of a customces
,CPNI approval Can be cl,aTiy elltablisbed prior to theuse ofCPNI.

The Company1s billing system allow.~ a:aihQri7;ed etJ'mpany persoffttet to eastiy datelmine the slatrts oj' a
customer's CRNl approval on the cflS'ltlmer aC""Wlt screeuprlor to thc lISe or disclosure ofCPNL

(0) TelecoIUu..mnications carriers IfiU$~ tl'am U~e1:r personnel AS to when they are find are not
authori7.ed to use CPNI~ and carrIers must have 3Jl express disciplinal'Y process in pl~ce,

.Tite COfrt{Ja1lJ ht.l$ e.roiabllshed CPNJ compliance policie,f that lJU:[ude employee frainIng on. restric.tlons
on tbe lise and dltOc]OSlue of eRNI and required ,ffaj'eguartlff 10 protect again,<;t unall(ltortzefl use or
disclos"re af CI'NL Employe's "ave .,lgUed 1".rt they ""'lef.llalld tile CPNI policies and" fialalion oj
(hose policies wlll n::sult ill disciplinary action.

(c) All carriers shall maintain a Ieoord, clecL-onk:ally or in some OUICT man:nel'~ of their own and
thtir affiliates' sales ilnd marketing campaig.ns that llse tl:l~ir customers' CPNJ. AU cardm shal! m.aintain ()
record of all ins",ncc, where CPNI w.~ disciosed 01' provided to third parties, or whJOTC lbird parties were
allowed access to CPN). The j-ccmd mu" include. desoription of each campaign. the speciiic crNI that
,va' used in the Cllmpalgn, .nd what product., and services were offered as a part ofth. eampaign_ Carriers
shaH retain the record for a minimum ofone year.

lYle Company'f eRN] policies require tltat all sales and mflrUe#J1.g campa.igns indtul1ng those uOUting
CPNJ be recorded and Hepi oufilefqr at least oneJ'ear. RecQrds are also 111.(lintamsdjor d;~'d(J~ure Of

access to CPNl by thirdparties. Tite recorJ.s ulCludc tile rcq"lretll~rQrmation listed in RUle 64.2009Ic).



(d) T~lecotnmullk.atioJ1~ carriers must estabJi.~h a supervIsory review process regarding carrier
compliance wi6 the rules in this subpart for out..bound 111arketing simations alld mauitu.in records of carrier
compliance .for a minimum period of one yenr. Spccif1cf!Jly~ sales personnel. must obtain SUpervl'sory
ill-l>xoval of any proposed out~bolJnd fuarketing request for ensfon1er approval,

Th. Company'. CPNJ policies require employees 10 obtain approval from lile Company's L1'NI
"_,,,-,,~_,,__,~__.__(;'!1!JllJj;IIE'J!2J1J.c"r til! ali markeliIJg <'O"'MlgoS i"WdIJIK /I/Ose IIIIIJUllg CPN1JJ!ior t() illlllallhfJJlw_l ~._~_.

campaign. 8.ecbrd of l!tfJ ml).l'ketillC campaigns, along with tlte appropriate superl'lsory approval '8
mainmuJedfor at teart (me year.

(0) A tClecormmmications carrier must have an officer, as an agent of the cartier, sign and file
with the ConunissioD a compliance cert(ficaL"C Oll a,') an..'1ual basis. "n1e oftlccr must state in the certification
fr...at he or she h;1t~ pe,;sOllal knowledge thf..t the company has established operating procedures that are
adequate to ensure compliance with the rules in. tWs subpart. The carrier must provide a statement
accompanying the certificate explaining how its operafing proctXlures ensure U1i.~t it is Or it: not in
compliance- with the Jules in this subpart. fn additior;. the c:arrier must illc1nd.e ~nl ~xplanatian of 'Mf.y
actions tl:',ken agaimt data brokers and a Bw::a.mary of aU custom.~r corr.plaints received in the past yCl'lf

conQeruing the;: una1l1horii!:~d release of CPNI. Th.is tiling must be made nnnuaHy with the l:;nforcement
Bureau on or before March 1 In EB DocketNo. 06~36, for dilta, pel1aining to the prcviOll:l calendar jlMr.

TIM required officer certification, (tc/ions taken against data brokers and tiUitU1UJ.IY of Cll,uomer
compl"im dOc","enls are Included willt lhit accompanyillg ",tatemehl. 71'" Cmnplmy will file Ihes"
docll"'ellls OJl "" "",mltl basis on or lIefore Marc;' ljlJr data perlalll!Jlg to III. prcvioU.5 calelldar year"

(f) Carriers must provide written notice wUhin five business days to ~h~ COlIuuission of any
instance where tl1.e opt~out mechanisms do not work properly, to such a degree that consumers' L'1abiH!y to
opt~out is more than an anomtily.

(1) The notice .hall be in the fonn ofa letter, and shall include the earrior'. name, " doscrlptlon of
the opt-oat m""hani,m(s) u.ed, the pmblem*) ""perionced, the remedy proposed "od when it will be/wes
implemented, whether tb~ relevant state commisslol'l(s) has been notifieu Hnd wh~thcr it has tak~n eny
action, a copy of the no1ice provided to custom.ers, and contact information.

(2) Snell notice ffil.L'>t be subrnitted even if the ctl.rricr ()ffcr~ other mctJlOd.s by which COl1!'mmers
may opt-Qut.

The Cornplmy (fues flO! (}urren!ly so-licit Hopt out" clI81lJlt1ef approval for tile use or dlsfJ.(osura ofCPNI.

Scetion 64.2010 Safeguards on the disclosure of l:ustomer proprietary network information.

(a) Safeguarding CPiI7" Telecommunications calTie" must tal« ,eason_ble tnea=e, ro discover
and proteG't against attempts to gain. l.l.Ui!l\fuorized access to ePNl, Tclccomml1nication.'i <:urrien must
properly authenticate a cU,stomer prior to disclosing: ePNi based on custrJmer~inltiared telephone contact,
onl.1.ne accuunt aCOOf):-!, or un in-store visit.

1'1/.6 Company's CPJVI policies antI empluyee training include reQsomrble measured' to discover and
pmtect ag'llul/;t lJl:tivity tllat is iJullcalive ofp/~texlingand e.mpwyee5 are Instruc/ed (0 not{fjJ the CPNI
Compllanee OjJicer ifauy ."eil activity I' suspeclell.

(b) Telephone access to CPNI. TelecommuniCl'iticns: carriers may only disclose call detail
ulformation Qver the t:e{cphonc~ based on customet...jnitiated telephone contact. if the customer fIrst
provides the carrier with a password) as described in parograph (e) of this section~ that is not prompted by
the carrier asklng fer readily avuilable biographicallnformation. or account information. If th~ Cltl::tomer
does not provide a pas:;word~ the telecommunications carri\}! may only disclose can detail inLormntion by
sendlng it to tho cusromel"g addre.1S of record, or. by calling the customor at th~~ telephone n..umbc.1' of
record. If the customer is able to pro-vide call detail infoITni'tion to the telecommunications carrier dudrtg a
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customcr,.:iultiatcd call withou.t tile tclecorrunmucations carder's assistancfi.ls then Ihe ielecommunications
cruTier Ii) permitted to discuss the call detail infonnation provided by Ul;C customer.

TIle Company's eRN] policies f!J1SiJr~ that a customer is only {{ble to access caU ada/{ information over
the telephane in pne of ths ways listed in Rule 64,](l1O(b}, .if tlle cuslOJner ,:annot remember their
paff.'iw()rdt they are prompted to a1l.3W€J' a security qUC!$li(m. NeUlter Ihe p~w()rd nor tlte security

~._~ ~_~~~~..~,.~_~.!Sti01~~!!!.:. based 011 rep;~!!Lavailable lJing!!!phic~m.!f!!}on Or acc0lf!!L!!!!Qtl1u¥.!2Jt. Cu;;t(mf~~~_,_, .
sC!1'vice 1'epresematives ate i1't$tu/,()tell to authenticate customers over lite telephone fn (itl insfa"fWf1S Q-xtept
In tile case where the customer prrJVMes tite call ddail i1tfOJ'llUltiOl~ Wlt/wilt the alll~if{((mee of the
Company.

(c) Online ().(,'{Jess t.o CPNL A telecommunications carrier mus, aufue·nticate a customer without
tll(~ use of rep.dEy Rvailab1e biographical ioformation. or accO'tu1t information, prior to allowing the
custo~ner o.o.linc Rccess to CPNI related to a telecom.munications J>el,'"\1w accuu nt. Once authenticated., the
customer ).nay only obtain online acccs.'3 to ePNI related to it tc-!ccmnmunJr-atiOD.B service f!CC01mt through a
pl1:isward~ as descl'ibed in paragraph (0) oftllis sectioR) that is not prompted 'by the cawleY" asldng for readily
available biographical il1foJ.1nation1 or account inform.adon.

The Company complies with online regulations.

(d) I'h~tore ~ccess to CPNI. A tdC<Jommuni~.tions carrier may di,c1ose CPN! to a ~ustomer

who1 at a carder'B rctaillocation~ fit'st presents to the teie(:ofUJmmicatloDs carrier or its agent 11 valid photo
1D matchi.ng the customel's accffimt information.

The Company does not have retail locations.

(0) e'tabli,vhmem of a Pa"sword and Sack-up AuthenticatioN Method, for Lost or Forgollen
Pa51swol'ds. To e.,>tablislt a pas,,~wol'd) a telecommunicatiol1s cm°riel: must authenticate the customer without
the use ofreadily available biographical informntion) or account infol'matiorl. Telecommunications carriers
may create a back~up customer authentication method in the event ofa lost or forgotten passviord. but such
'back"up cu'tomer authenticatioll method ,.lay not prompt tho customer for readily available biographlcal
'.information, or accmmt infonnation, If 11 cUs10mer Cfu.11Wt provide the correct password or the Comx;.l
,response fur the b<:lGk~up cuslomer aUlhen1i~tio[l melhod, Ihe customer m:tlBt oo~b}i.sh a new password as
described in this paragraph.

Ti,e Company's ePNI polide. aUow for. je'" Wiry. to e:stab/ish a pas.wo,,4 (III of which ensure
complialfc{1 willi th~ (~b.uvepllrullraph. EfU.:(1 metlUJtl "'SO allows the cllstomer tv e:.mfbUsh a back-up Of
security question in Ihe event Ihat they jorgel their pa88"orrL in /10 eWitt/ doeslh. Company use readily
available biagrf~phii:(ll injQrmarlon or account i!ifo:mu:4fUm a.s f1 ba~k-uJ1 qUl!slion i)f as a mef!H$ 10
establish Il password or andumiicatelhe cu.~(onrer,

(£) N()f~1'fcatlon of account changes, Telec01I"..munkaiions carriers rntl."It notify customers
irnmedi;;ltely whenever a password, <:ustomer response to a back-up means of authentication for lO{j:t or
forgotten pa3s\vords. orJioc account, or address of record is created or changed. This ncn.ificl;ltion is nUl

reqnu'\>d wheCl tbe <:ul5tomer i.olt1ates service, including the selectioll of a password at service in'itiatiOlt
This notHical.km may be through a Cfll'rier-.oxiginllted voketnail or text. message to, tJte telephone number of
record~ or by mail to the address of record, and must not reveal the changed Information or be sent to the
new account intOrmatioll.

Tlte Compa/I>'" blllillg system gliJteraler a MtJf/calioll leller ,.lIell allY o,f lite flJilds ii.ted in Rille
M.20Z0(j) is created or changed. l1ze Company immedhrtely mqils Qui tlte noi(flcatum 10 tlte mldre88 of
record (never a new address) when required b~v Rule 6J.2010(j). The content olthe lUJtificllLlQlI complies
witlt the reqllire",ents ojRule 64.201O(f).
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(g) Bu,qiness Cl1:uomBl' Exemption.. Telecommunications carriers may blUd. !hemsclves
contracmally to authentication regimes other thaJJ those described in this section for services they provide
to their business cus10mer that have both a dedicated account representative and a contract that specifically
Rddresse:s th15 carriers l protection of CPNI.

Tile Compa"y dces nol "IJiioe Ihe buslitm cuslomer exeeplJQIl al tMs tIme.

S.etion 64.2011 Notification of , ..tomer proprietary networj< information security
breaches.

(n) A reJocOH\omnicationli carrier shall notify law enforcement ofa brcl::ch of its customers' CPNJ
l)5 provided in tbis section, The camer shall l\Clt notify its cusromer5 or disclosf:: the breach publicly,
whether voluntarily or under state Or local law or th8B"e l'Ules j until it has completed f"be process ofllOtifying
law enf01~ement pursuant ro pnmgl'nph (1)).

(b) As soon as practicable, and in no event later than seven (7) business daY,!;1 after reasonable
determination of the breach, Ihc M.colIll1mnicattons carrier shall electronically notify tI,. United States
Soc,.t Service (USSS) and the Fcuer.! BOl'ea" o[ Iov.,,;tigation (FBI) through u central reporting facility.
The Commission will rnaintain a link to the reporting facility at http://www.fcc,gov/eblcppi.

(1) NOtwithsl,mdlllg allY stote Jaw to the contr",,', V.le currier Rhull not notify c\l$lomcrs '"
disclose the breach to the puhlk until 7 fuil bl1siJlc...<ilS days have- pfls~d after notlt1cation to the USSB aud
thel'Bl except as provided in paragraphs (2) and (3).

(2) ll'th. carrier believes that there is an extraordinarily urgent need to notifY al'Y class ofaflected
custOlllers soono, than otilorwise allow,d under paragraph (1), in order to avoid immediate and itroparable
harm, it shall so indicate in its notificatiQu and my proceed to inunediately notify its affected custolnOrs
only after consultation with the relevant investigating agency. The carrier shall cooperate with the relevant
investigating agm'lcy's rcquc~t to minimize any adven;l;l eflectll ofsuchcustom~.f notification,

(3) It' the relevant investigating ~g.ncy determnws V"t the puhllc disclosure or notice 10
'.customers would impede or oompromise un ongoing or Ilotl;:ntiu) criminal investigation or national ~ecurjtYJ

such agoncy may diree·t the can·j.•r not to '0 discI"". or ootlfy for all jnitialperiod of up to 30 dey,. Such
period may be c:x:tcndc:d by the agcm::y as reasol13blc necessary in the judglnent of the agency, If BUell
direction is given, the agency shall llolifY tile carrier when It appears that pUblic disclosme or nolice to
affected C'U..<l;tomers \'io'ill no longer impede 01' compromise a criminal investigation or national security. The
agency shall provide in writing its initial direction to the ca1Tier, any subsequent ext6nsl0l1, and any
notification that notice will no longer impede or compromise a crimin.l investigation or national securIty
and SUCll writi.n.gs :;;hall be contemporaneously logged 011 the S'iune reporting facility that contains: recon.ls of
nolificalions med by carders.

(0) Recordk'3eping. All czarriers shall Ulnintaiu a record, electronically or III some other manner) of
llny breaches di~covcrcd~ notification made to the USSS and the FBI pursuant to parngraph (b), and
notificaHon made to eustcm2nt The record must inchde, if available, dates of discovery and notification., a
detailed description of the CPNl that was the subJect of the breflcl~> and the circumsta..'1ces of the breach.
Calliers ~han retain the record for a. minimum of2 year::.

The CQ/IIPIDI>, II...policies lOut procellure" in place 10 "mUre compliance wtn, Rule 64.Z011. Wlten it I.<
reasollably determlJzed that a breach Ita.v occurred, tIl(! CPNI <':"omplianc.e OffiCer will lWtify law
e~f.",em"Jl/ allil lIS customer III ril. requlrea time/ram", A reerml oj rl.. vmw!l wlil be m"intai"edror
a minimum ~f twQ y"",. ami wiil Include all IIljorm"tlQn required by Rille M.20n
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